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1 Introduction

This document describes the requirements and work required for running Citrix Web Interface (WI) AppExpert Template for NetScaler.

Citrix® NetScaler® optimizes the delivery of web applications — increasing security and improving performance and Web server capacity. This approach ensures the best total cost of ownership (TCO), security, availability, and performance for Web applications. The Citrix NetScaler solution is a comprehensive network system that combines high-speed load balancing and content switching with state-of-the-art application acceleration, layer 4-7 traffic management, data compression, dynamic content caching, SSL acceleration, network optimization, and robust application security into a single, tightly integrated solution. Deployed in front of application servers, the system significantly reduces processing overhead on application and database servers, reducing hardware and bandwidth costs. 

NetScaler AppExpert Templates provide an application-centric view of the NetScaler system’s policy configurations. From a single place within the GUI (AppExpert   Applications) NetScaler administrators can: 
· Configure the various application features the NetScaler is fronting, 
· View which NetScaler functional modules (e.g., compression, caching, application firewall) are optimized and active for a given application unit.

Additionally, AppExpert Templates allow you to drill down and see which individual NetScaler policies are active, and what policies are inactive but available, by application component and NetScaler module. From this same view, individual policies can be created, activated and deactivated. 

AppExpert Templates can be downloaded, imported, modified and exported. Administrators can download AppExpert Templates built by Citrix, Citrix Partners and members of the NetScaler community from the Citrix Community Website. These templates are easily imported into any NetScaler running NetScaler 9.0 or higher, jump starting the configuration and deployment process. Templates developed in-house can be easily exported and shared within your organization, or posted back to the Citrix Community Website for others to view and improve.

2 Solution Requirements

General customer deployments would need:-

· Citrix NetScaler, running version 9.3 with AppFirewall and Cache features enabled (Quantity x 2 for HA) 

· Citrix XenApp deployed on a Windows Server

· Citrix Web Interface 5.4 deployed on the XenApp server, separate server or NetScaler.

· Client laptop/workstation running Internet Explorer 6.0+, Ethernet port 

3 Network Topology

[image: image9.jpg]Methodology for Building an Application Template

1. Identify Application Workflows
2. Model Workflows into Application Units.




4 AppExpert Templates

4.1 Introduction

AppExpert Templates are a new and simple approach to configuration management for complex enterprise applications. Applications are listed in the left-most column. In one simple view, you can view what is most important to you in terms of application delivery directly below in the same column in what are called Application Units. You simply configure what constitutes the interesting traffic for each application delivery unit, and turn on the rules for compression, caching, rewrite, filtering, responder and application firewall. This is largely different from having to go into each feature and define complex rules and expressions individually, reducing the time to deploy, easing management and improving the bottom line.
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What is important to the Application Expert is how the application is characterized by its content. In other words, what is the content that comprises the back-end application and what is you most concerned with regarding its delivery. It is this content that we are most interested in, as we will build AppExpert Templates surrounding this content.  

Identification of workflows refers to the areas of the application that are important to Application Delivery, such as “Applications”, “Documents”, “Images”, “Stylesheets”, “Web Services” and “Portal Pages”. Each of these workflows can be specifically identified by the type of content they generate from Server to Client and vice-verse.

The process for entering AppExpert Templates into the NetScaler Application Switch is simple. From the GUI, navigate to NetScaler  AppExpert  Applications. Select ‘Add’ to add the Application by name. Select ‘Add’ again to enter an Application Unit, which refers to the workflow or segment of traffic. For example, the “Browser” Application Unit contains the configuration to secure and optimize traffic between a web browser and WI. Enter the Expression to identify the reports. From this basis, the important operations can be configured upon all reports that apply to this application, such as application firewall, compression, caching, rewrite, filtering, and responder.

One final step involves adding the front-end Virtual IP Address (VIP) and back-end servers. Then, by virtue of this configuration, NetScaler functionality is in effect for this application. 

5 Application Firewall

5.1 Introduction

The Citrix Application FirewallTM appliance (also available as a feature on a Citrix® NetScaler® appliance) prevents security breaches, data loss, and possible unauthorized modifications to Web sites that access sensitive business or customer information. It does so by filtering both requests and responses, examining them for evidence of malicious activity and blocking those that exhibits it. Your site is protected not only from common types of attacks, but also from new, as yet unknown attacks.

In addition to protecting Web servers and Web sites from unauthorized access and misuse by hackers and malicious programs, the Application Firewall provides protection against security vulnerabilities in legacy CGI code or scripts, Web server software, and the underlying operating system. Most types of attacks against Web servers and Web sites are launched to accomplish either obtaining private information or Obtaining unauthorized access and control.
Many types of attacks can be used to obtain private information from or make unauthorized use of your Web servers. These attacks include:

· Buffer overflow attacks. Sending an extremely long URL, cookie, or other bit of information to a Web server in hopes of causing it or the underlying operating system to hang, crash, or behave in some manner useful to the attacker. 

· Cookie security attacks. Sending a modified cookie to a Web server, usually in hopes of obtaining access to unauthorized content by using falsified credentials.

· Forceful browsing. Accessing URLs on a Web site directly, without navigating to the URLs via hyperlinks on the home page or other common start URLs on the Web site. Forceful browsing is normally used to gain access to unauthorized information, but can also include a buffer overflow attack and be used to compromise your server.

· Web form security attacks.  Sending inappropriate content to your Web site in a Web form. Inappropriate content can include modified hidden fields, HTML or code in a field intended for alphanumeric data only, an overly long string in a field that accepts only a short string, an alphanumeric string in a field that accepts only an integer, and a wide variety of other data that your Web site does not expect to receive in that Web form. 

In addition to standard Web form security attacks, two specialized types of attacks on Web form security deserve special mention:

· SQL injection attacks. Sending an active SQL command or commands in a Web form or as part of a URL, with the goal of causing an SQL database to execute the command or commands.

· Cross-site scripting attacks. Using a URL or a script on a Web page to violate the same-origin policy, which forbids any script from obtaining properties from or modifying any content on a different Web site

· Unknown Types of Attacks 
The greatest threat against Web sites and applications does not come from known attacks. It comes from new and unknown attacks, attacks for which the Application Firewall may not yet have a specific check. For this reason, the Application Firewall does not have to rely only upon specific signatures and checks. It can compare requests and responses to a profile of the normal use of a protected Web site. You help create this profile by providing certain information to the Application Firewall. The Application Firewall then generates the rest of this profile by using its learning feature. Thereafter, if a request or response falls outside of the profile for that Web site or application, either the threat in the request or response is neutralized, or the request or response is blocked.
This combination of signatures, specific checks, and a learned profile is called a hybrid security model.

5.2 Appfirewall checks in Citrix Web Interface template

Here is a list of AppFirewall checks performed in Web Interface template found on Citrix Community site.
5.2.1 Deny URL Check

The Deny URL check examines and blocks connections to URLs that are commonly accessed by hackers and malicious code, or any other URLs you specify. The Deny URL check prevents attacks against various security weaknesses known to exist in Web server software or on many Web sites.

The check contains a list of URLs that are common targets of hackers or malicious code, and that rarely if ever appear in legitimate requests. You can also add URLs or URL patterns to the list.

The Deny URL checks list can be accessed as described in section Configure the Browser application unit.

5.2.2 Buffer Overflow limits

The Buffer Overflow check detects attempts to cause a buffer overflow on the Web server. If the Application Firewall detects a URL, cookie or header longer than the specified maximum length in a request, it blocks that request because it might be an attempt to cause a buffer overflow.

The Buffer Overflow limits page can be accessed as described in section Configure the Browser application unit.

Here is the buffer overflow limit values specified in the WI template downloaded from Citrix community site.

	Settings
	 Maximum Length



	Maximum URL Length
	 1024



	Maximum Cookie Length
	 4096



	Maximum Header Length
	 4096




5.2.3 Cookie Protection

The Cookie Consistency check prevents attackers from modifying cookies set by a protected Web site and returning those modified cookies to the Web site.
The cookies which are allowed to be modified in a user request are added in cookie consistency relaxation list.

The Cookie consistency relaxation list can be accessed as described in section Configure the Browser application unit.

5.2.4 Form Field Consistency

The Form Field Consistency check examines the Web forms returned by users of your Web site, and verifies that the Web form was not modified inappropriately by the client.

The form fields which are allowed to be modified in a Web form returned by user are added in form field consistency relaxation list.

The Form Field consistency relaxation list can be accessed as described in section Configure the Browser application unit.

5.2.5 CSRF Form Tagging Check

The CSRF Form Tagging check tags each Web form sent by a protected Web site to users with a unique and unpredictable FormID, and then examines the Web forms returned by users to ensure that the supplied FormID is correct. This check protects against Cross Site Request Forgery (CSRF) attacks.

The CSRF form tagging relaxation list can be accessed as described in section Configure the Browser application unit.

5.2.6 Form Field Checks

The Field Formats check requires that you tell the Application Firewall about the type and length of data expected in each form field on each Web form you want to protect. It then examines the data users return using Web forms on your Web site and verifies that the data meets the formatting restrictions you set for that form field. If any Web form data does not meet your formatting restrictions, the Application Firewall blocks the user’s request. 

The Form Field limits list can be accessed as described in section Configure the Browser application unit.

Here are a few form field limit values specified in the WI template downloaded from Citrix community site.

	Field Name
	RegexActionURL
	Format Type
	Min Length
	Max

 Length



	launchid
	/.*/launcher\.aspx$
	integer
	0
	15



	reconnectid
	/.*/reconnect\.aspx$
	integer
	0
	15



	txtdesiredhres
	/site/preferences\.aspx$
	integer
	2
	4



	txtdesiredvres
	/site/preferences\.aspx$
	integer
	2
	4



	txtscreenpercent
	/site/preferences\.aspx$
	integer
	1
	3



	domain
	/.*/auth/login\.aspx$
	any
	0
	256



	user
	/.*/auth/login\.aspx$
	any
	0
	256



	Password
	/.*/auth/login\.aspx$
	any
	0
	127




5.2.7  HTML SQL Injection Check

The HTML SQL Injection check provides special defenses against injection of unauthorized SQL code that might break security. It examines both the headers and the POST bodies of requests for injected SQL code. If the Application Firewall detects unauthorized SQL code in a user request, it either transforms the request to render the SQL code inactive, or blocks the request. 
The HTML SQL Injection attack relaxation list can be accessed as described in section Configure the Browser application unit.

5.2.8  HTML Cross-Site Scripting Check

The HTML Cross-Site Scripting check provides special defenses against cross-site scripting attacks. The Application Firewall examines both the headers and the POST bodies of user requests for possible cross-site scripting attacks. 
If it finds a possible cross-site scripting attack, it either transforms the request to render the attack harmless, or blocks the request.

The HTML Cross-Site scripting relaxation list can be accessed as described in section Configure the Browser application unit.

5.3 Getting more from the AppExpert Template
The default security checks enabled in the NetScaler AppExpert Template for Citrix Web Interface are mean to secure the broadest set of WI deployments. For a specific deployment, security checks can be tightened right from the AppExpert Template by clicking on the Application Firewall wizard (under the Application Firewall column in the AppExpert   Applications). 
The Web Interface AppExpert template contains following features,

1) Application firewall rules for the HTTP requests generated by Citrix Web Interface browser UI. The current version of Citrix Web Interface protects attacks done through HTTP request from browser.
2) Caching of media, scripts and client installer files.
Learning mode for the Application Firewall is enabled, so that Citrix Web Interface actions can be learnt and deployed as needed. This template supports browser operations done for Citrix Web Interface version 5.4.

6 Integrated Cache

6.1 Introduction

Integrated caching stores frequently requested content in the in-memory cache of the system. It intercepts all HTTP client requests and sends the response to the client if the response is stored in the integrated cache. Responses for requests may or may not be stored in the cache. When the requested content is found in the cache, the request is known as a cache hit. When the requested content is not found in the cache, the system sends the request to the origin server and the request is called a cache miss. There are two types of cache misses: storable and non-storable. A storable cache miss is one that can be stored in the cache when the origin serves the response, while a non-storable cache miss cannot be stored in the cache.

To configure integrated cache, you must configure policies and content groups. Policies consist of actions and expressions that enable the system to determine which requests and responses to cache. Content groups are entities that store the cached objects. Every cached object is a member of a content group. When the client requests content, the system evaluates the policies and if there is a cache hit, the system serves the client from the cache. However, if there is a cache miss, the content is fetched from the origin, cached in the integrated cache, and served to the client.

6.2 Cache policies in Citrix Web Interface Template

Cache policies allow caching of client files (like exe, msi, tar.gz), media files, CSS and JavaScript files from the WI server. The next time one of these cache files is download, it will be downloaded from NetScaler, saving bandwidth on the backend server.

To configure the cache policy please check steps in section Enable Caching
7 Importing pre-canned Citrix Web Interface (WI) Template

· Login to NetScaler and keep Appfw feature enabled.

· Goto AppExpert → Applications section.

· Select Applications and click on “Import”

[image: image1.png](2] vt oot W
i

ction

Welcome to the AppExpert Template Wizard.

Introduction




[image: image11.png]hitp://172.20.25 2

03/menu/guia

vle] |

v jay associates pune

al &

Most Visited v @ TeamTrack

| Mabile Developmen

% | © NS/WS/AGEE TeamT,

2GS Mail MGmail §§intranet ClAndroid Dev. E3F8 ETo! ~Dear_. please_. Q)PCRETut

% | @ paweb - Changelst .. % | AppTemplatesForAp... % | ET The Economic Time.

expat XML parser {} The Linux Alternativ.

itrix NetScaler VPX... % [@1(0 unread) Yahoo! M... % M Gmail - Fwd: Pune -

[jLoad balance (3} ConfigExamples/Rev. »

%[ v

NS9.3: Build 49.l, Date: May 10 2011, 13:10:53 | Logout

CITRIX NetScaler VPX (1000)
SR etcame nsroote172.20.25 203(0s) wenitoring | [EYITIRN Dashboard | Reportng | Documentation | Damnioads
scttings @ save A RefeshAl  Help
5 O nerscaer vex 172 2025 202 @ Refresh | g A0d to Favores | ) el
@ system 5
Responder Application Firewall
@ Network.
@ ons Configure Application Firewall for Application Unit - Browser
g select decp protections * | — —
O sst offead detautt o e T e T T o] H *
5 O oo el checks tha are sppreprioe fo you sppcoton ciTrIX
Soshcatons
() Access Gateway App
L) remplates = tntroduction Selectall nselect a1
() HTTP Callouts.
Flermes @ HTML Cross-Site Scripting
[ string Maps O B oD HTML SQL Injection
et L Suffer Overflow
Qe it Coskie Consistency
e ¥ Data Leak Prevention Protections
@ integrated Caching
@) Protection Features » Advanced Form Protections
@ Edgesight Monitoring | [
@ Load Balancing N
@ Asa - Application Traffic
@) Content Switching
@ Cache Redirection &
e ———
' Det Citrix_Web_Interface 2, Find
Feature 1 unlcensed
Public Endpoints: 1722025205 50§
@) Feature is disabled
| @ Help < L
[@ open.. i) Remove @ Configure Bublic Endpoints. . @ Configure Backend Services. . & s
o ready [0 nsroct

Capyright(©) Citrix Systems, Inc. Al rights reserved.

Configure App




· Click on “Next” and specify the Template file. Also specify the deployment file, if available.
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· Specify Application Name and click “Next”
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· If Deployment file was provided in previous step, jump to step 9

· Specify the Back-end server IP

Configuring backend services is the place where we add the backend servers to send traffic to. When the AppExpert Template was created, a Load Balancing virtual server (vserver) was also created transparently.
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· Specify the Public End-point
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· Finally, review the summary and click on Finish to complete the import. On the confirmation dialog, to refresh the Application view, select yes.
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· The imported application is shown in the list of applications.
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8 Creating a Custom Template for Citrix Web Interface (WI)

8.1 Creating your own App unit

Configuration of the WI AppExpert Template involves defining Application Units for Citrix Web Interface traffic. Definitions of Application units are Request based, in that the expressions are built upon Request based rules.
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8.2 Configure the Browser application unit

a) Click on the button in under Application Firewall in the Browser row.
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b) Click Next to configure Deep Protections security checks.
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c) Some of the protections are identified under the categories Data Leak Prevention Protections, Advance Form Protections and URL Protections.
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d) Enable the required protections and click Next to configure these protections in detail

e) For all the checks enable/disable various actions such as Block / Log / Stats / Learn (if applicable).
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f) Select the check and click Open to configure that particular check in detail, like exception/relaxation or enforce rules.
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g) Similar to above step, configure all the checks that are listed.

h) Click Next to view the summary of the configuration.
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i) View the summary of the settings done and click Finish to save the configuration.

8.3 Enable Caching

Cache policies specify under what conditions NetScaler should make a decision to cache or not cache content. Number of Cache policies can be bunched together to create a policy label and specify the order of evaluation for the cache policies.
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9 Exporting Citrix Web Interface (WI) Template

AppExpert Templates can be exported so that they can be shared, uploaded to the Citrix Community 

 HYPERLINK "http://community.citrix.com/cdn/ns"
Website, modified by others, and imported into other NetScaler switches to simplify and ease deployment.

To export the template highlight the AppExpert Template name and click on export

a) Login to NetScaler and keep Appfw feature enabled.

b) Goto AppExpert → Applications section.

c) Select the Application whose template you want to export 

d) Click on the “Export” button at the bottom.


e) This opens the dialog box as shown below.


f) Provide the name and select the destination (local / appliance) folder for the template.

g) Click OK to Export the template

h) This exports the template file in the specified directory and deployment file in the $target/deployment_files/ directory. Both these files are required while importing the application on NetScaler device.

10  CLI Configuration

Here is the WI template configuration on CLI, which can be used to replace the /nsconfig/ns.conf file on NetScaler box with build of version 9.3.

#NS9.3 Build 48.4

# Last modified by `save config`, Wed May 25 18:21:31 2011

set ns config -IPAddress 10.217.14.101 -netmask 255.255.255.240

enable ns feature WL SP LB CS CMP SSL CF IC SSLVPN REWRITE AppFw RESPONDER

enable ns mode FR L3 Edge USNIP PMTUD

set ns hostName ns

set lacp -sysPriority 32768

set system user nsroot 1cddb8a989c52e8c1cb4fa23e729192f4ed6b1db3f2248430 -encrypted

set interface 1/1 -throughput 0 -bandwidthHigh 0 -bandwidthNormal 0

set interface 1/2 -state DISABLED -throughput 0 -bandwidthHigh 0 -bandwidthNormal 0

set interface 1/3 -state DISABLED -throughput 0 -bandwidthHigh 0 -bandwidthNormal 0

set interface 1/4 -state DISABLED -throughput 0 -bandwidthHigh 0 -bandwidthNormal 0

set interface 1/5 -state DISABLED -throughput 0 -bandwidthHigh 0 -bandwidthNormal 0

set interface 1/6 -state DISABLED -throughput 0 -bandwidthHigh 0 -bandwidthNormal 0

set interface 1/7 -state DISABLED -throughput 0 -bandwidthHigh 0 -bandwidthNormal 0

set interface 1/8 -state DISABLED -throughput 0 -bandwidthHigh 0 -bandwidthNormal 0

add ns ip 10.217.14.102 255.255.255.240 -type MIP -vServer DISABLED

set ipv6 -natprefix ::/0

set snmp alarm HA-VERSION-MISMATCH -time 86400

set snmp alarm HA-SYNC-FAILURE -time 86400

set snmp alarm HA-NO-HEARTBEATS -time 86400

set snmp alarm HA-BAD-SECONDARY-STATE -time 86400

set snmp alarm HA-PROP-FAILURE -time 0

set snmp alarm IP-CONFLICT -time 86400

add ssl certKey ns-server-certificate -cert ns-server.cert -key ns-server.key

add policy expression app_o_Citrix_Web_Interface_v1.0default ns_true

add policy expression app_u_Citrix_Web_Interface_v1.0Browser ns_true

add policy expression app_0_ApplicationsCitrix_Web_Interface_v1.0 ns_true

set ns tcpProfile nstcp_default_tcp_lfp -mss 0

set ns tcpProfile nstcp_default_tcp_lnp -mss 0

set ns tcpProfile nstcp_default_tcp_lan -mss 0

set ns tcpProfile nstcp_default_tcp_lfp_thin_stream -mss 0

set ns tcpProfile nstcp_default_tcp_lnp_thin_stream -mss 0

set ns tcpProfile nstcp_default_tcp_lan_thin_stream -mss 0

set ns tcpProfile nstcp_default_tcp_interactive_stream -mss 0

set ns tcpProfile nstcp_internal_apps -mss 0 -oooQSize 200

set locationParameter -context geographic -q1label Continent -q2label Country -q3label Region -q4label City -q5label ISP -q6label Organization

add server 10.108.17.12 10.108.17.12

add cs policy app_cs0 -rule "SYS.EVAL_CLASSIC_EXPR(\"URL CONTAINS /\")"

add service 10.108.17.12_80 10.108.17.12 HTTP 80 -gslb NONE -maxClient 0 -maxReq 0 -cip DISABLED -usip NO -useproxyport YES -sp ON -cltTimeout 180 -svrTimeout 360 -CKA NO -TCPB NO -CMP YES -appflowLog DISABLED

set rewrite param -undefAction NOREWRITE

bind cmp global ns_adv_nocmp_xml_ie -priority 8700 -gotoPriorityExpression END -type RES_DEFAULT

bind cmp global ns_adv_nocmp_mozilla_47 -priority 8800 -gotoPriorityExpression END -type RES_DEFAULT

bind cmp global ns_adv_cmp_mscss -priority 8900 -gotoPriorityExpression END -type RES_DEFAULT

bind cmp global ns_adv_cmp_msapp -priority 9000 -gotoPriorityExpression END -type RES_DEFAULT

bind cmp global ns_adv_cmp_content_type -priority 10000 -gotoPriorityExpression END -type RES_DEFAULT

add lb vserver app_o_Citrix_Web_Interface_v1.0default HTTP 0.0.0.0 0 -persistenceType NONE -cltTimeout 180 -downStateFlush DISABLED -appflowLog DISABLED

add lb vserver app_u_Citrix_Web_Interface_v1.0Browser HTTP 0.0.0.0 0 -persistenceType NONE -cltTimeout 180 -downStateFlush DISABLED -appflowLog DISABLED

add lb vserver app_0_ApplicationsCitrix_Web_Interface_v1.0 HTTP 0.0.0.0 0 -persistenceType NONE -cltTimeout 180 -appflowLog DISABLED

add cs vserver 10.217.14.103_80 HTTP 10.217.14.103 80 -cltTimeout 180 -appflowLog DISABLED

set ns rpcNode 10.217.14.101 -password 8a7b474124957776a0cd31b862cbe4d72b5cbd59868a136d4bdeb56cf03b28 -encrypted -srcIP 10.217.14.101

set responder param -undefAction NOOP

set cache parameter -memLimit 100 -via "NS-CACHE-9.2: 101" -verifyUsing HOSTNAME_AND_IP -maxPostLen 4096 -enableBypass YES -undefAction NOCACHE

add cache contentGroup DEFAULT -quickAbortSize 4194303 -memLimit 4095 -minHits 0

add cache contentGroup BASEFILE -relExpiry 86000 -weakNegRelExpiry 600 -quickAbortSize 4194303 -maxResSize 256 -memLimit 2 -minHits 0

add cache contentGroup DELTAJS -relExpiry 86000 -weakNegRelExpiry 600 -insertAge NO -quickAbortSize 4194303 -maxResSize 256 -memLimit 1 -minHits 0 -pinned YES

add cache contentGroup Citrix_Web_Interface_v1.0_cache -quickAbortSize 4194303 -minHits 0

add cache policy _nonGetReq -rule "!HTTP.REQ.METHOD.eq(GET)" -action NOCACHE

add cache policy _advancedConditionalReq -rule "HTTP.REQ.HEADER(\"If-Match\").EXISTS || HTTP.REQ.HEADER(\"If-Unmodified-Since\").EXISTS" -action NOCACHE

add cache policy _personalizedReq -rule "HTTP.REQ.HEADER(\"Cookie\").EXISTS || HTTP.REQ.HEADER(\"Authorization\").EXISTS || HTTP.REQ.HEADER(\"Proxy-Authorization\").EXISTS || HTTP.REQ.IS_NTLM_OR_NEGOTIATE" -action MAY_NOCACHE

add cache policy _uncacheableStatusRes -rule "! ((HTTP.RES.STATUS.EQ(200)) || (HTTP.RES.STATUS.EQ(304)) || (HTTP.RES.STATUS.BETWEEN(400,499)) || (HTTP.RES.STATUS.BETWEEN(300, 302)) || (HTTP.RES.STATUS.EQ(307))|| (HTTP.RES.STATUS.EQ(203)))" -action NOCACHE

add cache policy _uncacheableCacheControlRes -rule "((HTTP.RES.CACHE_CONTROL.IS_PRIVATE) || (HTTP.RES.CACHE_CONTROL.IS_NO_CACHE) || (HTTP.RES.CACHE_CONTROL.IS_NO_STORE) || (HTTP.RES.CACHE_CONTROL.IS_INVALID))" -action NOCACHE

add cache policy _cacheableCacheControlRes -rule "((HTTP.RES.CACHE_CONTROL.IS_PUBLIC) || (HTTP.RES.CACHE_CONTROL.IS_MAX_AGE) || (HTTP.RES.CACHE_CONTROL.IS_MUST_REVALIDATE) || (HTTP.RES.CACHE_CONTROL.IS_PROXY_REVALIDATE) || (HTTP.RES.CACHE_CONTROL.IS_S_MAXAGE))" -action CACHE -storeInGroup DEFAULT

add cache policy _uncacheableVaryRes -rule "((HTTP.RES.HEADER(\"Vary\").EXISTS) && ((HTTP.RES.HEADER(\"Vary\").INSTANCE(1).LENGTH > 0) || (!HTTP.RES.HEADER(\"Vary\").STRIP_END_WS.SET_TEXT_MODE(IGNORECASE).eq(\"Accept-Encoding\"))))" -action NOCACHE

add cache policy _uncacheablePragmaRes -rule "HTTP.RES.HEADER(\"Pragma\").EXISTS" -action NOCACHE

add cache policy _cacheableExpiryRes -rule "HTTP.RES.HEADER(\"Expires\").EXISTS" -action CACHE -storeInGroup DEFAULT

add cache policy _imageRes -rule "HTTP.RES.HEADER(\"Content-Type\").SET_TEXT_MODE(IGNORECASE).STARTSWITH(\"image/\")" -action CACHE -storeInGroup DEFAULT

add cache policy _personalizedRes -rule "HTTP.RES.HEADER(\"Set-Cookie\").EXISTS || HTTP.RES.HEADER(\"Set-Cookie2\").EXISTS" -action NOCACHE

add cache policy Citrix_Web_Interface_v1.0_js_css -rule "HTTP.REQ.URL.ENDSWITH(\".css\") || HTTP.REQ.URL.ENDSWITH(\".js\")" -action CACHE -storeInGroup Citrix_Web_Interface_v1.0_cache

add cache policy Citrix_Web_Interface_v1.0_media -rule "HTTP.REQ.URL.CONTAINS(\"/media/\") || HTTP.REQ.URL.ENDSWITH(\".png\") || HTTP.REQ.URL.ENDSWITH(\".gif\") || HTTP.REQ.URL.ENDSWITH(\".jpg\") || HTTP.REQ.URL.ENDSWITH(\".jpeg\") || HTTP.REQ.URL.ENDSWITH(\".ico\")" -action CACHE -storeInGroup Citrix_Web_Interface_v1.0_cache

add cache policy Citrix_Web_Interface_v1.0_client -rule "HTTP.REQ.URL.CONTAINS(\"/Clients_common/\")" -action CACHE -storeInGroup Citrix_Web_Interface_v1.0_cache

add cache policylabel _reqBuiltinDefaults -evaluates REQ

add cache policylabel Citrix_Web_Interface_v1.0_cache_label -evaluates REQ

add cache policylabel _resBuiltinDefaults -evaluates RES

bind cache policylabel _reqBuiltinDefaults -policyName _nonGetReq -priority 100 -gotoPriorityExpression END

bind cache policylabel _reqBuiltinDefaults -policyName _advancedConditionalReq -priority 200 -gotoPriorityExpression END

bind cache policylabel _reqBuiltinDefaults -policyName _personalizedReq -priority 300 -gotoPriorityExpression END

bind cache policylabel Citrix_Web_Interface_v1.0_cache_label -policyName Citrix_Web_Interface_v1.0_client -priority 70 -gotoPriorityExpression NEXT

bind cache policylabel Citrix_Web_Interface_v1.0_cache_label -policyName Citrix_Web_Interface_v1.0_media -priority 80 -gotoPriorityExpression NEXT

bind cache policylabel Citrix_Web_Interface_v1.0_cache_label -policyName Citrix_Web_Interface_v1.0_js_css -priority 90 -gotoPriorityExpression END

bind cache policylabel _resBuiltinDefaults -policyName _uncacheableStatusRes -priority 100 -gotoPriorityExpression END

bind cache policylabel _resBuiltinDefaults -policyName _uncacheableVaryRes -priority 200 -gotoPriorityExpression END

bind cache policylabel _resBuiltinDefaults -policyName _uncacheableCacheControlRes -priority 300 -gotoPriorityExpression END

bind cache policylabel _resBuiltinDefaults -policyName _cacheableCacheControlRes -priority 400 -gotoPriorityExpression END

bind cache policylabel _resBuiltinDefaults -policyName _uncacheablePragmaRes -priority 500 -gotoPriorityExpression END

bind cache policylabel _resBuiltinDefaults -policyName _cacheableExpiryRes -priority 600 -gotoPriorityExpression END

bind cache policylabel _resBuiltinDefaults -policyName _imageRes -priority 700 -gotoPriorityExpression END

bind cache policylabel _resBuiltinDefaults -policyName _personalizedRes -priority 800 -gotoPriorityExpression END

bind cache global NOPOLICY -priority 185883 -gotoPriorityExpression USE_INVOCATION_RESULT -type REQ_DEFAULT -invoke policylabel _reqBuiltinDefaults

bind cache global NOPOLICY -priority 185883 -gotoPriorityExpression USE_INVOCATION_RESULT -type RES_DEFAULT -invoke policylabel _resBuiltinDefaults

add appfw profile Citrix_Web_Interface_v1.0_deep_ -startURLAction learn log stats -cookieConsistencyAction block learn log stats -fieldConsistencyAction block learn log stats -CSRFtagAction block log stats -crossSiteScriptingAction block learn log stats -crossSiteScriptingCheckCompleteURLs ON -SQLInjectionAction block learn log stats -fieldFormatAction block learn log stats -creditCardAction block log stats -creditCard visa mastercard discover amex jcb dinersclub -creditCardMaxAllowed 25 -XMLDoSAction learn log stats -XMLFormatAction log stats -XMLSQLInjectionAction log stats -XMLXSSAction log stats -XMLWSIAction learn log stats -XMLAttachmentAction learn log stats -XMLValidationAction log stats -XMLSOAPFaultAction log stats

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -XMLDoSURL ".*" -XMLMaxElementDepthCheck ON -XMLMaxElementNameLengthCheck ON -XMLMaxElementsCheck ON -XMLMaxElementChildrenCheck ON -XMLMaxAttributesCheck ON -XMLMaxAttributeNameLengthCheck ON -XMLMaxAttributeValueLengthCheck ON -XMLMaxCharDATALengthCheck ON -XMLMaxFileSizeCheck ON -XMLMinFileSizeCheck ON -XMLBlockPI ON -XMLBlockDTD ON -XMLBlockExternalEntities ON -XMLMaxEntityExpansionsCheck ON -XMLMaxEntityExpansionDepthCheck ON -XMLMaxNamespacesCheck ON -XMLMaxNamespaceUriLengthCheck ON -XMLSOAPArrayCheck ON

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -XMLWSIURL ".*" -XMLWSIChecks "BP1201, R1000, R1001, R1003, R1004, R1005, R1006, R1007, R1011, R1012, R1013, R1014, R1015, R1031, R1032, R1033, R1109, R1111, R1126, R1132, R1140, R1141, R2113, R2211, R2714, R2729, R2735, R2738, R2740, R2744"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -XMLValidationURL ".*" -XMLValidateSOAPEnvelope ON

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -XMLAttachmentURL ".*"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]+[/]wsdl([?][^#]*)?([#].*)?$" -comment "WSDL scanning attack: /wsdl"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]+[/]([^.])+[.]wsdl([?][^#]*)?([#].*)?$" -comment "WSDL scanning attack: .wsdl"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]+[?](.*[=].*[&])*wsdl([&].*[=].*)*([#].*)?$" -comment "WSDL scanning attack: ?wsdl"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*/_vti_bin/shtml[.]" -comment "Front Page server extensions path disclosure vulnerability"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL q/system( |\t|\n)*[(]/ -comment "System command attacks"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "debug[.][^/?]*(|[?].*)$" -comment "Debug attacks"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*null[.]htw" -comment "Webhits source disclosure"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*fp30reg[.]dll" -comment "Front Page server extensions buffer overflow-2"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*dvwssr[.]dll" -comment "Front Page server extensions buffer overflow-1"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*(htaccess|access_log)([.][^/?]*)?([~])?([?].*)?$" -comment "Access attacks"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*[.]id[aq]" -comment "Index server buffer overflow"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*[.]htx" -comment "Microsoft IIS UNC path disclosure vulnerability"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*[.]asp/.*" -comment "Microsoft IIS UNC mapped virtual host vulnerability"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*[.](cgi|pl|php|bat)([/?].*)?[|]" -comment "Script exploit"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*/georgi[.]asp" -comment "IIS executable file parsing vulnerability-2"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*[+]dir" -comment "IIS executable file parsing vulnerability-1"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*/winnt/" -comment Nimbda-4

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*Admin[.]dll" -comment Nimbda-3

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*/publisher" -comment "Netscape enterprise server web publishing vulnerability"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*/default[.]ida[?]N+" -comment CodeRed

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*/NULL[.]printer" -comment "Printer buffer overflow"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*/[?]wp-" -comment "Netscape enterprise server directory indexing vulnerability"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*/[?][SM]=[AD]" -comment "Apache possible directory index disclosure vulnerability"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*[+][.]htr" -comment "HTR source disclosure"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL q{([ /=]|\t|\n)(ls|rm|cat)([ ;'\"&].*)?$} -comment "Command injection attack"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "[\\/]etc[\\/](passwd|group|hosts)" -comment "Unix file attacks"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "/core(/.*)?$" -comment "Unix core file attacks"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*(passwd|passwords?)([.][^/?]*)?([?].*)?$" -comment "Password file attacks. (Disabled check as hits in desktopweb ui in changepassword pages)" -state DISABLED

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -denyURL "^[^?]*[.](bat|ini|exe)(|[?].*)$" -comment "IIS executable file parsing vulnerability-3" -state DISABLED

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -cookieConsistency WIClientInfo -comment "For Login/Logoff"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -cookieConsistency Cookies_On -comment "For WI version 4.2 or earlier"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -cookieConsistency icaScreenResolution -comment "For WI version 4.2 or earlier"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -cookieConsistency icaIsPassThrough -comment "For WI version 4.2 or earlier"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -cookieConsistency icaClientAvailable -comment "For WI version 4.2 or earlier"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -cookieConsistency NFuse_AdvancedOptionOpened -comment "For WI version 4.2 or earlier"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -cookieConsistency WINGDevice

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -cookieConsistency WIUser

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -cookieConsistency WIAuthId

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -cookieConsistency ASP.NET_SessionId

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -cookieConsistency WINGSession

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency submitMode "/.*" -comment "Almost every visible form in WI (across many different pages) contains a hidden field called \"submitMode\" this field is modified using JavaScript so it should never be validated if encountered."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "applicationicon|applicationname|rememberfolder|txtappcolumns" "/site/presentationsettings\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "RemoteClients|StreamingClients|IcoStatus|RdpClientClassId" "/auth/silentDetection.aspx" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "RemoteClients|StreamingClients|IcoStatus|RdpClientClassId" "/auth/silentDetection.jsp" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "txtdesiredhres|txtdesiredvres|txtscreenpercent" "/site/preferences\\.aspx$" -isRegex REGEX -comment "Hits while saving preferences"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "chkreconnectatlogin|chklogoff|session_token|chkreconnectbutton" "/site/preferences\\.aspx$" -isRegex REGEX -comment "Hits while canelling preferences."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "domain|logintype|session_token|user|password" "/auth/login\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "session_token|chklogoff|chkreconnectatlogin|slreconnectlogin" "/site/accountsettings\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency session_token "/site/sessionsettings\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "txtdesiredhres|txtdesiredvres|txtscreenpercent|slwindowsize" "/site/sessionsettings\\.aspx$" -isRegex REGEX -comment "Hits while saving preferences"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "session_token|chklogoff|chkreconnectatlogin|slreconnectlogin|chkreconnectbutton|slreconnectbutton" "/site/connectionsettings\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "mode|compileonly" "/auth/silentDetection\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency cacheString "/auth/style\\.aspx" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency cacheString "/auth/javascript\\.aspx" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency cacheString "/site/style\\.aspx" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency cacheString "/site/javascript\\.aspx" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "NFuse_LoginId|reconnectid|NFuse_Token" "/site/reconnect\\.aspx" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "size|id" "/site/icons\\.aspx" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "mode|compileonly|settings|client_type" "/auth/clientdetectionpreinputs\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "skipped|logout" "/clientdetection/finish\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "session_token|showhints|sllanguage|NFuse_MessageKey|NFuse_MessageType" "/site/displaysettings\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "NFuse_Token|nfuse_application|launchid" "/site/launcher\\.aspx" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "title|nfuse_windowwidth|nfuse_switchtoresourceview|nfuse_windowheight|nfuse_appfriendlynameurlencoded|nfuse_application|nfuse_token|launchid" "/site/appembed\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "NFuse_Token|nfuse_application|launchid|nfuse_appfriendlynameurlencoded|nfuse_uid" "/site/launch\\.ica" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "ctx_launchonly|ctx_token|ctx_application" "/site/launcher\\.aspx" -isRegex REGEX -comment "for desktop web"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "NFuse_Token|ctx_token" "/clientDetection/nativeClientDetection\\.aspx" -isRegex REGEX -comment "ctx_token for desktopweb"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "NFuse_Token|ctx_token" "/clientDetection/finish\\.aspx" -isRegex REGEX -comment "ctx_token for desktopweb"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "NFuse_Token|ctx_token" "/clientDetection/radeClientDetection\\.aspx" -isRegex REGEX -comment "ctx_token for desktopweb"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "nfuse_Token|ctx_token" "/site/disconnect\\.aspx" -isRegex REGEX -comment "ctx_token for desktopweb"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "ctx_LoginId|reconnectid|ctx_Token" "/site/reconnect\\.aspx" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "ctx_messagekey|ctx_messagetype|ctx_messageid" "/site/directlaunch\\.aspx$" -isRegex REGEX -comment "for desktop web"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "mode|compileonly|settings|client_type|force_ica_local|postloginstartpage" "/site/clientdetectionpreinputs\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "ctx_messagekey|ctx_messagetype|ctx_messageid" "/auth/loggedout\\.aspx$" -isRegex REGEX -comment "for desktop web"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency upgrade "/clientdetection/nativeclientdownloaded\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "ctx_messagekey|ctx_messagetype|ctx_messageid" "/site/messagescreen\\.aspx$" -isRegex REGEX -comment "for desktop web"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "ctx_switchtoresourceview|ctx_currentfolder" "/site/default\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "showhints|slwindowsize|sllanguage|slaudio|chkprinter|slwindowcolor|slkeypassthrough|rememberfolder|showsearch" "/site/preferences\\.aspx$" -isRegex REGEX -comment "For linux client"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "NFuse_MessageKey|NFuse_MessageType|NFuse_MessageId" "/auth/loggedout\\.aspx" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "fromaccountsettings|ctx_messagekey|ctx_messagetype|nfuse_messagekey|nfuse_messagetype" "/site/changepassword\\.aspx" -isRegex REGEX -comment "for desktopweb"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "NFuse_Token|ctx_token|ctx_timeout" "/site/logout\\.aspx" -isRegex REGEX -comment "ctx_token for desktopweb"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "nfuse_messagekey|nfuse_messagetype|nfuse_messageid" "/site/messagescreen\\.aspx$" -isRegex REGEX -comment "for old WI"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "nfuse_messagekey|nfuse_messagetype|nfuse_messageid" "/site/directlaunch\\.aspx$" -isRegex REGEX -comment "for old WI"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "nfuse_messagekey|nfuse_messagetype|nfuse_messageid" "/site/preferences\\.aspx$" -isRegex REGEX -comment "for old WI"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "ctx_messagekey|ctx_messagetype|ctx_messageid|ctx_fromloggedoutpage|ctx_token|ctx_timeout" "/auth/login\\.aspx$" -isRegex REGEX -comment "for desktop web"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "NFuse_MessageKey|NFuse_MessageType|nfuse_fromloggedoutpage||NFuse_MessageId|nfuse_token|nfuse_timeout" "/auth/login\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "ctx_searchstring|nfuse_searchstring" "/site/searchresults\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "icostatus|remoteclient|streamingclient|RdpClientClassId|alternateresult" "/auth/clientDetectionOutputs\\.aspx$" -isRegex REGEX -comment "field in WI 5.4"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "icostatus|remoteclient|streamingclient|RdpClientClassId|alternateresult" "/auth/clientDetectionOutputs\\.jsp$" -isRegex REGEX -comment "field in WI 5.4"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "NFuse_MessageKey|NFuse_MessageType|NFuse_SearchString|NFuse_CloseTab|NFuse_CurrentViewStyle|nfuse_currentfolder|nfuse_switchtoresourceview|nfuse_closehintsarea|nfuse_currenttab" "/site/default\\.aspx" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "chkreconnectatlogin|session_token|sllanguage|slreconnectlogin" "/auth/loginsettings\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency toolbar "/site/clientdetectionpreinputs\\.aspx$" -isRegex REGEX

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "ctx_Token|ctx_application|launchid|ctx_appfriendlynameurlencoded|ctx_uid|startifdcd|reconnectid" "/site/launch\\.ica" -isRegex REGEX -comment "for desktopweb"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "title|ctx_windowwidth|ctx_switchtoresourceview|ctx_windowheight|ctx_appfriendlynameurlencoded|ctx_application|ctx_token|launchid|startifdcd|reconnectid" "/site/appembed\\.aspx$" -isRegex REGEX -comment "For WI 5.4"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "nfuse_Token|ctx_token" "/site/retrypopulator\\.aspx$" -isRegex REGEX -comment "ctx_token for desktopweb"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "ctx_messagekey|ctx_messagetype|ctx_messageid|ctx_refresh|ctx_closehintsarea|ctx_currentviewstyle|ctx_currenttab|ctx_token" "/site/default\\.aspx$" -isRegex REGEX -comment "for desktop web and WI 5.4"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "nfuse_Token|ctx_token|retryapplication" "/site/delaylaunchtimer\\.aspx$" -isRegex REGEX -comment "ctx_token for desktopweb"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "nfuse_Token|ctx_token|launchid|retryapplication" "/site/retry\\.aspx$" -isRegex REGEX -comment "ctx_token forWI 5.4"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "ctx_messagekey|ctx_messagetype|ctx_messageid|reset" "/site/preferences\\.aspx$" -isRegex REGEX -comment "for desktop web"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldConsistency "NFuse_Token|ctx_token" "/clientdetection/javaclientdetection\\.aspx$" -isRegex REGEX -comment "ctx_token for desktopweb"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/connectionSettings\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/presentationsettings\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/wscSettings\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/auth/login\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/preferences\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/displaySettings\\.aspx$" -comment "For WI 5.0"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/sessionSettings\\.aspx$" -comment "For WI 5.0"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/accountSettings\\.aspx$" -comment "For WI 5.0"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/auth/silentDetection\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/auth/clientDetectionPreInputs\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "clientDetection/radeClientDetection\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "clientDetection/nativeClientDetection\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "clientDetection/finish\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/auth/javascript\\.aspx"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/auth/style\\.aspx"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/style\\.aspx"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/javascript\\.aspx"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/icons\\.aspx"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/reconnect\\.aspx"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/disconnect\\.aspx"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/default\\.aspx"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/auth/loggedout\\.aspx"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/logout\\.aspx"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/clientDetectionPreInputs\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/launcher\\.aspx"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/launch\\.ica"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/appembed\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/directLaunch\\.aspx" -comment "for desktopweb"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/changepassword\\.aspx" -comment "for desktopweb"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "clientDetection/nativeClientDowload\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/clientdetection/nativeclientdownloaded\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/searchresults\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/messagescreen\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/auth/clientDetectionOutputs\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/auth/loginSettings\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/retrypopulator\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/delaylaunchtimer\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/site/retry\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -CSRFTag "/.*" "/clientdetection/javaclientdetection\\.aspx$"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -crossSiteScripting password "/login\\.aspx$" -comment "Avoid XSS injection on password."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -crossSiteScripting password "/login\\.jsp$" -comment "Avoid XSS injection on password."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -crossSiteScripting password "/password_challenge\\.aspx$" -comment "Avoid XSS injection on password."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -crossSiteScripting password "/agepassword\\.aspx$" -comment "Avoid XSS injection on password."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -crossSiteScripting password "/account_ss_reset\\.aspx$" -comment "Avoid XSS injection on password."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -crossSiteScripting password "/changepassword\\.aspx$" -comment "Avoid XSS injection on password."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -SQLInjection password "/login\\.aspx$" -comment "Avoid sql injection on password."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -SQLInjection password "/login\\.jsp$" -comment "Avoid sql injection on password."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -SQLInjection password "/password_challenge\\.aspx$" -comment "Avoid sql injection on password."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -SQLInjection password "/agepassword\\.aspx$" -comment "Avoid sql injection on password."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -SQLInjection password "/account_ss_reset\\.aspx$" -comment "Avoid sql injection on password."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -SQLInjection password "/changepassword\\.aspx$" -comment "Avoid sql injection on password."

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat nfuse_logeventid "/.*/loggedout\\.aspx$" nohtml -fieldFormatMaxLength 10

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat nfuse_messagetype "/.*/applist\\.aspx$" alpha -fieldFormatMaxLength 15

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat nfuse_messagetype "/.*/loggedout\\.aspx$" alpha -fieldFormatMaxLength 15

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat nfuse_messagetype "/.*/login\\.aspx$" alpha -fieldFormatMaxLength 15

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat launchid "/.*/launcher\\.aspx$" integer -fieldFormatMaxLength 15

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat launchid "/.*/launch\\.ica$" integer -fieldFormatMaxLength 15

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat reconnectid "/.*/reconnect\\.aspx$" integer -fieldFormatMaxLength 15

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat password "/.*/auth/login\\.aspx$" any -fieldFormatMaxLength 127 -comment "Windows 2003 default Pasword limits(7-127)"

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat txtdesiredhres "/site/preferences\\.aspx$" integer -fieldFormatMinLength 2 -fieldFormatMaxLength 4

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat txtdesiredvres "/site/preferences\\.aspx$" integer -fieldFormatMinLength 2 -fieldFormatMaxLength 4

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat txtscreenpercent "/site/preferences\\.aspx$" integer -fieldFormatMinLength 1 -fieldFormatMaxLength 3

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat ctx_messagetype "/site/default\\.aspx$" alpha -fieldFormatMaxLength 15

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat launchid "/site/appembed\\.aspx$" integer -fieldFormatMaxLength 15

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat nfuse_loginid "/site/reconnect\\.aspx$" alpha -fieldFormatMaxLength 15

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat domain "/.*/auth/login\\.aspx$" any -fieldFormatMaxLength 256

bind appfw profile Citrix_Web_Interface_v1.0_deep_ -fieldFormat user "/.*/auth/login\\.aspx$" any -fieldFormatMaxLength 256

set appfw settings -defaultProfile APPFW_BLOCK

add appfw policy Citrix_Web_Interface_v1.0_deep_111 true Citrix_Web_Interface_v1.0_deep_

bind lb vserver app_o_Citrix_Web_Interface_v1.0default 10.108.17.12_80

bind lb vserver app_u_Citrix_Web_Interface_v1.0Browser 10.108.17.12_80

bind lb vserver app_0_ApplicationsCitrix_Web_Interface_v1.0 10.108.17.12_80

bind lb vserver app_u_Citrix_Web_Interface_v1.0Browser -policyName NOPOLICY-CACHE -priority 90 -gotoPriorityExpression END -type REQUEST -invoke policylabel Citrix_Web_Interface_v1.0_cache_label

bind lb vserver app_u_Citrix_Web_Interface_v1.0Browser -policyName Citrix_Web_Interface_v1.0_deep_111 -priority 62990 -gotoPriorityExpression END -type REQUEST

bind cs vserver 10.217.14.103_80 app_o_Citrix_Web_Interface_v1.0default

bind cs vserver 10.217.14.103_80 app_u_Citrix_Web_Interface_v1.0Browser -policyName app_cs0 -priority 200

add dns nsRec . a.root-servers.net -TTL 3600000

add dns nsRec . b.root-servers.net -TTL 3600000

add dns nsRec . c.root-servers.net -TTL 3600000

add dns nsRec . d.root-servers.net -TTL 3600000

add dns nsRec . e.root-servers.net -TTL 3600000

add dns nsRec . f.root-servers.net -TTL 3600000

add dns nsRec . g.root-servers.net -TTL 3600000

add dns nsRec . h.root-servers.net -TTL 3600000

add dns nsRec . i.root-servers.net -TTL 3600000

add dns nsRec . j.root-servers.net -TTL 3600000

add dns nsRec . k.root-servers.net -TTL 3600000

add dns nsRec . l.root-servers.net -TTL 3600000

add dns nsRec . m.root-servers.net -TTL 3600000

add dns addRec g.root-servers.net 192.112.36.4 -TTL 3600000

add dns addRec k.root-servers.net 193.0.14.129 -TTL 3600000

add dns addRec f.root-servers.net 192.5.5.241 -TTL 3600000

add dns addRec b.root-servers.net 192.228.79.201 -TTL 3600000

add dns addRec a.root-servers.net 198.41.0.4 -TTL 3600000

add dns addRec m.root-servers.net 202.12.27.33 -TTL 3600000

add dns addRec c.root-servers.net 192.33.4.12 -TTL 3600000

add dns addRec i.root-servers.net 192.36.148.17 -TTL 3600000

add dns addRec j.root-servers.net 192.58.128.30 -TTL 3600000

add dns addRec l.root-servers.net 199.7.83.42 -TTL 3600000

add dns addRec d.root-servers.net 128.8.10.90 -TTL 3600000

add dns addRec h.root-servers.net 128.63.2.53 -TTL 3600000

add dns addRec e.root-servers.net 192.203.230.10 -TTL 3600000

set lb monitor ldns-dns LDNS-DNS -query . -queryType Address

add route 0.0.0.0 0.0.0.0 10.217.14.97 -distance 205 -cost 65535

set ssl service nshttps-::1l-443 -sessReuse ENABLED -sessTimeout 120

set ssl service nsrpcs-::1l-3008 -sessReuse ENABLED -sessTimeout 120

set ssl service nskrpcs-127.0.0.1-3009 -sessReuse ENABLED -sessTimeout 120

set ssl service nshttps-127.0.0.1-443 -sessReuse ENABLED -sessTimeout 120

set ssl service nsrpcs-127.0.0.1-3008 -sessReuse ENABLED -sessTimeout 120

set aaa parameter -maxAAAUsers 5

set aaa preauthenticationparameter -preauthenticationaction ALLOW -rule ns_true

set vpn parameter -splitDns BOTH -defaultAuthorizationAction DENY -forceCleanup none -clientOptions all -clientConfiguration all

set tm sessionParameter -SSO OFF

set audit syslogParams -serverIP 127.0.0.1

set audit nslogParams -serverIP 127.0.0.1

set lb sipParameters -addRportVip ENABLED

bind ssl service nshttps-::1l-443 -certkeyName ns-server-certificate

bind ssl service nsrpcs-::1l-3008 -certkeyName ns-server-certificate

bind ssl service nskrpcs-127.0.0.1-3009 -certkeyName ns-server-certificate

bind ssl service nshttps-127.0.0.1-443 -certkeyName ns-server-certificate

bind ssl service nsrpcs-127.0.0.1-3008 -certkeyName ns-server-certificate

set uiinternal CSVSERVER 10.217.14.103_80 -rule "used as an application endpoint"

set uiinternal EXPRESSION app_o_Citrix_Web_Interface_v1.0default -uiinfo "ET%PE^P%app_0_ApplicationsCitrix_Web_Interface_v1.0^CS%10.217.14.103_80^"

set uiinternal EXPRESSION app_u_Citrix_Web_Interface_v1.0Browser -uiinfo "PR%200^ET%PE^P%app_0_ApplicationsCitrix_Web_Interface_v1.0^CS%10.217.14.103_80^" -rule "URL CONTAINS /"

set uiinternal EXPRESSION app_0_ApplicationsCitrix_Web_Interface_v1.0 -uiinfo "P%Applications^ET%PE^CS%10.217.14.103_80^"

add filter htmlinjectionvariable SYS.IID

add filter htmlinjectionvariable SYS.UPTIME

add filter htmlinjectionvariable HTTP.XID

add filter htmlinjectionvariable HTTP.REQ.RECV_TIME_BEG

add filter htmlinjectionvariable HTTP.REQ.RECV_TIME_END

add filter htmlinjectionvariable HTTP.REQ.RECEIVE_TIME_BEG

add filter htmlinjectionvariable HTTP.REQ.RECEIVE_TIME_END

add filter htmlinjectionvariable HTTP.REQ.SEND_TIME_BEG

add filter htmlinjectionvariable HTTP.REQ.SEND_TIME_END

add filter htmlinjectionvariable HTTP.RES.RECV_TIME_BEG

add filter htmlinjectionvariable HTTP.RES.RECV_TIME_END

add filter htmlinjectionvariable HTTP.RES.RECEIVE_TIME_BEG

add filter htmlinjectionvariable HTTP.RES.RECEIVE_TIME_END

add filter htmlinjectionvariable HTTP.RES.SEND_TIME_BEG

add filter htmlinjectionvariable HTTP.RES.SEND_TIME_END

add filter htmlinjectionvariable CLIENT.RTT

add filter htmlinjectionvariable HTTP.TRANSID

add filter htmlinjectionvariable SYS.VSERVER

add filter htmlinjectionvariable SYS.VSERVER.SERVICE

set ns encryptionParams -method NONE -keyValue ff0e316156e6037e -encrypted

Select the template to import. Templates are stored in <name>.xml file format. 





To Import the Application Template, click on Application, select Import.





When importing a template, you will need to Add or Select the Public Endpoints and Backend Service Groups.





From the NetScaler GUI, select NetScaler 


AppExpert 


Applications. 


Select Add.


Enter the Application Template Name. In this example, Citrix_Web_Interface






































Select that Application,


and Add again, and enter the Application Unit. An Application Unit describes the Interesting Traffic or a type of context. 


In this example, we have added “/” url to guard all traffic:


"URL CONTAINS /"


Press “Close” after Creating AppUnit





Enable Caching





Select ‘Insert Policy’


Policy Name: NOPOLICYCACHE


Select Invoke: New Policy Label





Cache Policy Label: 


‘Citrix_web_interface_cache_label’





Select Insert Policy:





Select ‘New Policy’:


Name:<policy name>


Action: CACHE


Expression: HTTP.REQ.URL.CoONTAINS(“/Clients_Common”)


(Advanced Free form)





In this template we have added cache policies for Client files, media files and scripts.





Don't forget to 


'Apply Changes’ before 'Close’
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